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1. INTRODUCTION  

In the second half of 2023, an extensive program 
was organized in the USA to celebrate the 50th an-
niversary of gaining approval for the full-scale GPS 
demonstration. One of the most interesting events 
was the presentation made by the 88-year-old Brad 
Parkinson, the recognized father of GPS during the 
17th Annual PNT Symposium at the Stanford Uni-
versity [1]. 

Parkinson recollected that GPS development was 
preceded by the US Air Force studies completed in 
1966, during which a broad range of spacecraft navi-
gation methods were considered. The hardest of the 
12 alternatives was selected. Numerous talented engi-
neers contributed to realizing this idea, and Parkinson 
gave many of them credit during his talk, including 
Malcolm Currie, whom he called the GPS Godfather. 

When Parkinson went to the Pentagon in 1973 to 
put forward a GPS plan to the Defense Systems 
Acquisition Review Council (DSARC), it was Cur-
rie who was at the table of admirals and generals 
who rejected it. He talked with Parkinson after the 
meeting and told him the current design was not 
optimal, but with a redesign, it had a good chance 
of gaining approval. To make it happen, about 12 
people gathered in the Pentagon over Labor Day 
weekend. They confirmed the modified concept of 
the system, which first used four satellites, but pro-
posed to switch to a new modulation scheme. The 
space hardened clocks and code division multiple 

access (CDMA) signals were also added over that 
weekend. Now, 50 years later, they are being intro-
duced in the Russian GLONASS. The greatest roles 
in GPS development, according to Parkinson, were 
played by the great engineering talents Gaylord 
Green, Steve Gilbert, and Mel Birnbaum.  

When the festivities were over, everything re-
turned to normal, and the GPS users faced the major 
challenges in the system application: banal signal 
jamming and much more sophisticated spoofing, 
when the real system signal is substituted with a fake 
copy causing the receiver to incorrectly determine its 
position.  

Low noise immunity of GPS signals is due to their 
low power: 50 W for L1 and 8 W for L2 signals. For 
comparison, the European GNSS Galileo, whose de-
velopment was started in 1994, some 20 years later 
than GPS, had 1600 W signals. 

Obviously, the other GNSS systems –– Galileo, 
BeiDou and GLONASS –– are also susceptible to 
spoofing. However, due to the fact mentioned above 
and the huge number of GPS users throughout the 
world, which greatly outnumbers the number of other 
GNSS users, the English technical publications actu-
ally focus on GPS noise immunity only. This was the 
reason why here I concentrate specifically on GPS 
problems, which is reflected in the title of this article, 
and cover mostly foreign publications. The readers 
interested in the approaches to GNSS-free positioning 
developed in Russia are referred to the article by V.G. 
Peshekhonov, Academician of the Russian Academy 
of Sciences [59]. 
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Professor David Last, who once said that the 
GPS signal is like a car headlight 20 000 kilometers 
away, describes an experiment the results of which 
are explained by the low power of the emitted sig-
nals [2]. A milliwatt jammer was installed on board 
the Galatea research vessel and turned on, which 
caused false GPS positions, the autopilot steered the 
ship off the set course, and automatic identification 
system (AIS) broadcasted false ship motion param-
eters. Today, the Internet advertises a much more 
powerful device that costs only £101 and is capable 
of jamming all GPS and Galileo signals. It is note-
worthy, said D. Last, that a detector installed close 
to a regional British airport gets up to 200 jamming 
hits a month.  

Actually, as far back as in 1997 at the Aviation 
Salon in Moscow [3] it was demonstrated that the 
most primitive 4W jammer can jam the GPS signals 
within 200 km. As the years passed, it got worse. In 
2010 the car thieves started to use the transmitters 
for jamming GPS signals in order to paralyze the 
satellite car tracking systems, and two years later, 
the greatest jamming attack happened near the 
South Korea coasts, when the crews of 553 planes 
from two largest airports of the country and hun-
dreds of ships reported GPS failure.  

Spoofing, which introduces the intended inter-
ference in the pseudoranges to the satellite, makes it 
possible to bring an AUV navigated by GPS receiv-
er to any desired point. A research by Bjorn Berg-
man from a nonprofit organization SkyTruth con-
tains interesting data on spoofing: ships in various 
parts of the world were found reporting GPS loca-
tions thousands of miles away [4]. For example, the 
Beagle moored near the California coast in Febru-
ary 2019 was positioned by GPS to be near Bergen 
(Norway) for 37 h, and the Princess Janice located 
at the same place in June 2019 turned out be close 
to Nigerian coast for 392 h.  

Recently, the navigators have started to face a 
challenge never seen before. All the trade ships are 
equipped with AIS transponders, which, among 
others, broadcast their GNSS positions to other 
ships in the area. As a result, the crew of a ship 
moving near Shanghai along Yangtze can view the 
following image (Fig. 1) when displaying AIS data 
of a neighbor ship on ECDIS screen [5]. 

The ship, which is currently at one point, starts 
moving in a circle at a speed of 21–31 kn according to 
GPS information under the influence of spoofing. The 
specialists are more mystified by the sophisticated 

technique creating this fantastic image rather than by 
the fact of spoofing in this area.  

 
Fig. 1. Virtual path of an anchored ship due to spoofing 

 

   Analyzing the situation, it becomes clear that 
spoofing is the first problem to be combatted, because 
its effect, unlike the traditional jamming, is much 
more difficult to detect. Up to date, there is no effec-
tive spoofing protection methods for receivers. In 
principle, it is possible to include an adaptive phased 
antenna array into the receiver in order to create a di-
rectional pattern that actually removes the interference 
from the directions inconsistent with the satellite posi-
tion in the sky; however, it is not likely to be imple-
mented in commercial equipment. As to the problem 
in general, it was covered in the report by the Europe-
an Global Navigation Satellite Systems Agency con-
taining information on 18 months of observations in 
2016–2017. According to the Agency, during this 
time more than 160 000 GNSS failures were detected 
in 14 countries of the European Union. The report 
does not specify which failures should be attributed to 
technical malfunctions, and which, to external inter-
ference, including spoofing.  

This situation naturally worries those in charge of 
navigation of vehicles, both in civil transportation and 
defense technology. Using GPS-free technologies in 
military applications has become a paradigm for De-
fense Advanced Research Project Agency (DARPA). 
“Position, navigation and timing (PNT) are as essen-
tial as oxygen for our military operators”, DARPA 
Director Arati Prabhakar said back in 2012 [6]. “Now 
we are putting new physics, new devices and new al-
gorithms on the job so our people and our systems can 
break free of their reliance on GPS”. 

A slightly different approach to the development 
of a backup system, preferably of the same accuracy 
as GPS, is discussed in [7]. Resilient PNT is a key 
condition for the introduction of e-Navigation concept 
put forward by IMO, which requires, among the oth-
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ers, that two independent dissimilar and nearly equal-
accuracy PNT systems be available on board the ship. 
The IMO Resolution A.1046(27) imposed the re-
quirements on PNT performance and specified that 
the PNT systems should be selected based on their 
vulnerability to interference, natural or intentional. 
For civil ships, the Resolution requirements for the 
positioning error in the coastal navigation (max 10 m 
in 95%) and the signal availability are fulfilled in 
99.8% with joint application of GPS and GLONASS 
(when used alone, none of the systems meets the 
availability requirement), whereas the noise immunity 
is not provided with any GNSS combinations.   

So far, when speaking about GPS vulnerability, we 
have concentrated on jamming and spoofing. Howev-
er, the environment provides a significant uninten-
tional effect on the receivers, which is outside the 
scope of this paper. For the major aspects of this prob-
lem, see [60]. 

We cannot but mention that the vulnerability of 
GPS and any other GNSS can partly be compensated 
by integration of the GPS receiver with an inertial 
navigation system, depending on the situation and 
the developer’s talent. However, the abundance of 
literature devoted to this problem requires a separate 
article. 

Below we discuss the GPS backup technologies 
based on the same satellite measurements, using 
eLoran radio navigation, and the new approaches, 
sometimes rather exotic. 

2. SATELLITE TECHNOLOGY 

All the ongoing work concerned with PNT data 
provision based on the satellite measurements instead 
of GPS signals is focused on the idea of placing satel-
lites not in medium Earth orbit (MEO), but in LEO, 
wherein the signals received on the Earth are many 
times stronger as compared with those of the GPS. 
The examples are Transit (USA), the first satellite 
navigation system put into operation in 1964 and the 
first Soviet satellite navigation system Tsiklon (Cy-
clone) (its civilian version is known as Cicada), which 
was put into service in 1976.  

1. Among the first to start developing this idea 
were Orolia and Satelles (both the USA). In Decem-
ber, 2016, the companies announced a strategic alli-
ance aimed to develop PNT technology based on the 
Iridium satellite constellation, independent of 
GPS/GNSS signals [8]. Towards this end, Satelles’ 
satellite time and location (STL) signal technology 

was supposed to be used to provide for positioning 
and timing data independent from traditional GPS and 
other GNSS satellite signals. STL signals transmitted 
by Iridium low-orbit satellites are up to 1000 times 
stronger than those of any GNSS, which prevents 
jamming. In addition, this technology ensures STL-
signal reception inside buildings and GNSS-denied 
environments. It is also significant that STL signals 
are encrypted. 

The following characteristics were supposed to be 
achieved (data for GPS are given in brackets) [16]:   

– timing error – 200 ns (20 ns);  

– positioning error – 30–50 m (3 m);  

– time to first fix – 10 min (100 s); 

– anti-spoofing is provided by encrypted signal 
(unavailable for civilian customers); 

– the fight against signal jamming is ensured due 
to signal power (not provided). 

Later it was reported that both of these companies 
became part of the Open PNT Industry Alliance, 
which also includes Iridium Communications, in-
finiDome, Jackson Labs Technologies, NAVSYS 
Corporation, NextNav, OPNT, Qulsar and Seven So-
lutions [17].  

The Alliance aims to support US effort in imple-
menting backup PNT systems that do not rely on 
GNSS signals, for critical infrastructures, which in-
clude transportation systems, communications net-
works, energy generation and distribution platforms, 
as well as financial services structures.   

2. Noteworthy is the fact that it is also possible to 
create your own satellite navigation system without 
caring about launches of any kind of spacecraft [9]. 
Zak Kassas, an electrical engineer at Ohio State Uni-
versity, Columbus, spoke about this at the annual 
GNSS conference in St. Louis, USA. Initially, he and 
his colleagues used the satellite signals from the 
communications companies Orbcomm and Iridium 
Communications to solve navigation problems. Later, 
they moved on to Starlink. Using their own small re-
ceiver and software, Kassas and his team picked up 
the signals from six Starlink satellites flying overhead 
on different trajectories, which allowed them to fix 
the location of a stationary observer on the ground to 
within 7 to 8 meters error. Given the more than thou-
sand-fold superiority in power of the Starlink satellite 
signal in LEO orbit compared to GPS signals, it is 
possible to solve the positioning problem in condi-
tions where GPS signals are unavailable, for example, 
under the forest canopy.  
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Let us see how the idea of using LEO positioning 
in different locations is coming to life. 

European Union 

1. In 2018,  Francis Soualle, Airbus, France, 
speaking at the International Symposium in Tou-
louse, drew attention of the participants to the re-
naissance of interest for large LEO systems and 
space infrastructures using cheaper and smaller sat-
ellites, so-called mega-constellations comprising 
hundreds of satellites and nanosatellites that pro-
vide global coverage [10]  These primarily include 
OneWeb satellite constellation (720 satellites, en-
suring the reception of signals from 30 to 90 satel-
lites with a minimum elevation angle of 5°), Telesat 
(117 satellites, from 8 to 10 satellites in the same 
conditions) and Starlink (4425, from 150 to 300, 
correspondingly). The data are valid for 2021. 

In his report, the author presents the following in-
formation: 

such a system has high stability of HDOP, the so-
called “geometric factor”, which significantly affects 
the positioning accuracy. For example, if an object is 
located at the equator and it processes data from a sat-
ellite with a minimum elevation angle of 5°, then over 
a 2-h interval of observations, the HDOP value for 
Galileo GNSS will vary in the range of 0.9–1.5, 
whereas for OneWeb, it will be constant and equal to 
0.35. The significance of this parameter follows from 
the fact that the error in determining plane coordinates 
using any GNSS is given by the relation  

Δ = UERE × HDOP, where UERE is a user equiv-
alent range error, characterizing the instrumental error 
of the system, HDOP is a factor of horizontal dilution 
of precision;  

 (2) HDOP value for Galileo, depending on the ob-
server’s latitude and the time of day, varies in the 
range of 0.9–1.5, while for OneWeb, for example, it is 
in the range 0.25–0.40;  

 (3) for systems with a mega-constellation, it is 
possible to switch to the Doppler algorithm for the 
positioning problem solution with an error (under cer-
tain conditions) of several meters.  

2. In November 2022, at a meeting of the Council 
of the European Union, the European Space Agency 
(ESA) requested several hundred million euros for 
new satellite navigation technologies on low Earth 
orbit and the Moon [11].  

ESA officials said they are going to spend about 
500 million euros ($518 million) over the next three 
years on projects to develop advanced technologies. 
The initiative, called FutureNAV, will be supporting 
the development of two missions to advance satellite 
navigation technologies. One of them, Genesis, in-
volves launching a satellite into a 6000-km orbit 
aimed to improve the international terrestrial refer-
ence frame with an accuracy of up to 1 mm, and to 
precisely determine the orbits of the Galileo satellites, 
which will also radically improve the accuracy of po-
sitioning using signals from this GNSS. 

The other project, LEO-PNT, which is expected to 
cost 100 million euros, aims to create a small satellite 
navigation constellation in low Earth orbit, including 
from 6 to 12 small satellites. The satellites of this sys-
tem will be in orbit just 222 km from the Earth, com-
plementing the satellites of the European Galileo, 
which are 23 222 km away from the Earth. Operating 
from LEO, the satellites will provide stronger signals 
and greater resistance to jamming, particularly due to 
the use of frequency bands other than those used in 
GNSS. By bringing satellite navigation closer to 
Earth, LEO-PNT could make satellites cheaper and 
more efficient, and launches more cost-effective. 

ESA’s plan [12] is, first, to launch a mini-
constellation to test key technologies and demonstrate 
signals and frequency bands to be used by a subse-
quent operational constellation, in the same way that 
the European GIOVE test satellites paved the way for 
Galileo. Each individual satellite will be relatively 
small, weighing less than 70 kg, compared to a 700 kg 
current Galileo operational satellite. It is assumed that 
by using time signals transmitted from Galileo satel-
lites, it will be possible to dispense with precision 
atomic standards in spacecraft equipment.        

LEO-PNT, ESA officials said, aims to be a “fast-
track” demonstration project that would launch small 
satellites in 2026 to demonstrate the potential capabil-
ities of such a constellation. This would facilitate fu-
ture planning for the development of a LEO naviga-
tion constellation, including whether it would use au-
tonomous satellites or payloads placed on existing 
LEO-orbiting satellites.  

The UK 

One of the consequences of Brexit for the UK was 
that it was excluded from the European pool that 
owned Galileo and had to solve the GPS problem re-
lying on its own resources. Recently, the idea of creat-
ing a national system using OneWeb, the British 
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startup company, whose satellites operate on a fre-
quency different from GPS and Galileo and are placed 
in a lower orbit, which provides a stronger signal than 
is available with the GPS, is receiving increasing sup-
port [13].  In this case, the cost of the system shall not 
exceed £1 billion. However, in March 2020, OneWeb 
filed for bankruptcy, reportedly due to problems 
caused by the pandemic. It is currently unclear who 
will be financing such an expensive project as the cre-
ation of global broadband Internet. At the same time, 
there is information that the US Department of De-
fense is considering investing in OneWeb, if only to 
prevent its satellites and 44 ground stations from be-
ing bought by the Chinese.  

Nevertheless [14], as reported by The Daily Tele-
graph, the OneWeb company officials say they are 
ready for cooperation, which would be possible if the 
second generation of its satellites is put into orbit. As 
Chris McLaughlin, the OneWeb spokesman responsi-
ble for the company’s interaction with government 
agencies, stated it had always been understood that 
the first generation would not be able to fully provide 
PNT services, however, as the OneWeb constellation 
evolves and is replenished with its second generation, 
the OneWeb global satellite constellation will be well 
on its way to delivering a reliable system.  

The British government is considering various 
possibilities for cooperation with OneWeb. One of 
them suggests that its low-orbit satellites will be used 
to duplicate signals from the American GPS and Eu-
ropean Galileo in order to provide additional protec-
tion against the outside interference with navigation 
systems. A commission that produced a report on 
these problems for the British government in 2017 
estimated that the damage to the UK economy from a 
massive GPS failure would be as high as $1.4 billion 
per day. 

China 

The creation of another satellite system by the 
China Aerospace Science and Technology Corpora-
tion is reported in [15]. The Hongyan LEO communi-
cation system is based on 60 small spacecraft placed 
in LEO orbits. It is intended primarily to provide for 
global communications and supply global consumers 
with various information services. 

The authors propose to use Hongyan for the tasks 
traditionally assigned to the Satellite Based Augmen-
tation System (SBAS) intended to improve the effi-
ciency of GNSS operation. The satellites of the 
Hongyan system are supposed to be launched into 

5 900-km circular orbits, evenly spaced relative to the 
Earth, with 10 operating satellites and 2 reserve ones 
positioned equidistantly on each of the orbits (see Fig. 
2). The ground sector of the system consists of refer-
ence and processing stations, as well as a network of 
data transmission stations.  

The principle of the system operation aimed to 
solve the tasks assigned to SBAS is described below 
(the problems of data transmission to consumers for 
calculation of ionospheric delays are not discussed in 
this paper). The receivers installed on the Hongyan 
satellites monitor the signals from GNSS satellites, 
transmitting the relevant data via intersatellite links to 
the central processing station. The latter uses these 
data and information supplied by ground reference 
stations to produce clock corrections and refine the 
orbital parameters of GNSS satellites, which are even-
tually broadcast to consumers. It is expected that, 
based on these data and standard GNSS phase meas-
urements, it will be possible to provide precise point 
positioning (PPP) of the consumer in dynamics with 
an error in the subdecimeter range and in statics, in 
the subcentimeter range. In this case, the time before 
the first PPP solution is obtained does not exceed 5 
min (for the existing SBAS, this time ranges from 30 
min to 1 h). 

 
Fig. 2. Architecture of the Hongyan satellite system 

 

In order to estimate the efficiency of the proposed 
option for the Hongyan satellites, the paper presents 
the simulation results, wherein the BeiDou system 
was considered as a GNSS. This involved measure-
ments from 8 reference stations in China and sequen-
tially data from three and ten Hongyan satellites.  

Also, the authors studied HDOP. Thus, in Xi’an, 
where the HDOP for the BeiDou system was on aver-
age 2.32 per 24 h; the use of LEO data reduces this 
value to 2.09. The greatest benefit from the Hongyan 
satellites in terms of HDOP is observed in the cir-
cumpolar regions.  
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Finally, it is emphasized that special services for 
military applications will be created on the basis of 
the Hongyan data to improve the efficiency of using 
GNSS in rugged terrain and complicated interference 
environment. 

The United States 

1. The United States is financing a number of pro-
jects that use signals from LEO satellites. Among the 
first to start up in 2017–2018 was DARPA’s program 
aimed to create the Blackjack navigation satellite sys-
tem in low orbits. With this purpose in view, DARPA 
allocated $13.3 million to Northrop Grumman in 
2019 [18]. It was assumed that that amount of money 
would be sufficient to develop a preliminary design of 
the system and the first version of the payload for its 
satellites, while the first spacecraft was planned to be 
launched in 2021.  

Although the development is carried out primarily 
in the interests of the US Department of Defense, the 
developers of the system intend to develop its com-
mercial sector as well, including provision of broad-
band Internet to consumers. At the same time, as stat-
ed by Northrop Grumman Vice President Nicholas 
Paraskevopoulos, for military consumers, Blackjack 
will broadcast a frequency-agile navigation signal, 
independent of existing GNSS. Of critical importance 
for the preliminary project is to confirm the fact that, 
in terms of its accuracy characteristics, Blackjack will 
not be inferior to the existing GNSS, while the launch 
cost of one satellite of the system into orbit will not 
exceed $6 million.  

However, obviously, the project has stalled; more-
over, the main contractor was changed, as evidenced 
by the fact that in April 2020, DARPA allocated $5.8 
million to Lockheed Martin [19]. Based on the latest 
data, the first Blackjack satellites may be expected to 
be launched in 2024. 

2. Similar technologies based on small LEO satel-
lites are expected to be used by the US Army to pro-
vide support to their ground forces. Previously, in 
2017–2018, they had experience in using the observa-
tion microsatellite Kestrel Eye [20]. In this regard, 
three development programs called Gunsmoke, 
Lonestar and Polaris will be initiated over the next 
few years, their objective being demonstration of PNT 
capabilities in LEO to provide support in ground 
combat operations. 

Gunsmoke has been underway since November 
2018, when the Army awarded a two-year $8.3 mil-
lion contract to Dynetics, based in Huntsville, Ala-

bama, to develop, test, integrate, and demonstrate two 
tactical spacecraft to support ground troops. 

3. Another LEO constellation is patronized by the 
US Space Development Agency (SDA), subordinate 
to the office of the Undersecretary of Defense for Re-
search and Engineering Mike Griffin [21, 25]. This 
system will be based on several hundred small-sized 
spacecraft. The cost of their manufacturing and 
launching into orbit will be immeasurably less as 
compared to that of the GPS satellites.  

All satellites in this system will incorporate inter-
satellite optical links making it possible to exchange 
the data on the time scale of each satellite and deter-
mine their relative position, so that the system will be 
able to function practically independently of its 
ground segment. 

The main purpose of the system is to determine the 
coordinates of ground and sea targets, as well as to 
detect launches and provide tracking data for hyper-
sonic vehicles and the latest generations of missiles. 
The PNT capabilities are assigned to the satellites of 
the so-called Transport Layer, which will initially 
comprise up to 150 satellites. The first 20 of them are 
already being manufactured by Lockheed Martin and 
York Space Systems as part of Tranche 0. They are 
supposed to be put into 1000-km orbits in two 
launches.  

Tranche T0 satellites are not supposed to deliver 
information to the warfighters, but only to test primar-
ily inter-satellite laser crosslinks. On obtaining posi-
tive results of this work, it will be possible to proceed 
with creation of Tranche T1 satellites. SDA is now 
seeking up to three contractors to manufacture another 
144 spacecraft to be placed in 6 orbital planes in 
2024. 

Full deployment of the system is expected to be 
completed in 2028 with the launch of Tranche T3 sat-
ellites, providing the necessary information to the 
above-mentioned warfighters anywhere in the world.  

4. Xona Space Systems, a startup founded only in 
2019, has been getting close attention recently. Yet, in 
the foreseeable future, it plans to place 300 of its own 
navigation CubeSats in LEO orbits [22]. Surprisingly, 
the Xona developers announce the positioning error 
of the navigation system they are creating an order of 
magnitude smaller than that of standard GPS, which 
was indirectly confirmed during ground-based exper-
iments. The transmission of information to consumers 
will be carried out using an encrypted signal.  
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In May 2022, Xona launched a test satellite into 
LEO orbit as part of Elon Musk’s Transporter 5 mis-
sion to demonstrate the capabilities of high-precision 
PNT [23]. This project was supported by Hexa-
gon/NovAtel (Sweden/Canada), which contracted to 
develop a receiver for the PULSAR navigation satel-
lite system being developed by Xona. Since the 
spacecraft of this system will be located much closer 
to the Earth than the GPS spacecraft, the signals they 
transmit will be immeasurably more powerful than 
the GPS signals, providing a significant level of noise 
immunity from external effects, which will potentially 
lead to increased positioning accuracy due to the rap-
idly changing geometry in LEO systems.  

PULSAR will transmit encrypted signals on two 
frequencies, ensuring their authentication. Advanced 
Encryption Standard––a symmetric block encryption 
algorithm––will be used for PNT data transmission, 
and for authentication, Elliptic Curve Digital Signa-
ture Algorithm––a cryptography scheme based on 
elliptic curves.  

Xona’s immediate plans were shared by Tyler 
Reid, Chief Technical Officer of Xona Space Sys-
tems. First of all, they are concerned with the Huggin 
mission. It is within its framework that signals will be 
transmitted in the L and C bands, providing consum-
ers with navigation data, including corrections to 
GNSS measurements. It is expected that with at least 
one satellite in LEO orbit, the system will be able to 
halve the time to obtain the first PPP solution due to 
its rapidly changing geometry.  

However, Reid noted that a major drawback of the 
LEO system is the need to launch about 10 times as 
many satellites as there are in MEO in order to pro-
vide comparable coverage and HDOP. Another dis-
advantage is that the satellites will be located lower 
above the horizon, which will also reduce the effi-
ciency of the LEO system. 

5. Extremely interesting research is being conduct-
ed by the group headed by Todd Humphreys, who 
suggested that Elon Musk use his Starlink mega-
constellation for navigation. “No, thank you!” Musk 
replied. Researchers went ahead anyway [24]. With a 
few software tweaks, they say, the rapidly growing 
Starlink constellation can provide PNT. This idea is 
perfectly in line with the US Army, which is funding 
Humphreys’ research at the University of Texas at 
Austin (UT Austin) in hopes of getting a backup to its 
vulnerable GPS system. Can Starlink fulfill that role? 

When the idea was first proposed in 2020, SpaceX 
executives were open to it. Then a directive came 
from above. Musk explained that every other LEO 
communications network, like Starlink, had gone into 
bankruptcy, therefore, SpaceX has to fully focus on 
staying out of it. 

Humphreys claims to have provided the most 
complete characterization of Starlink signals to date. 
This information, he said, is the first step towards de-
veloping a new global navigation technology that will 
work independently of GPS or its European, Russian, 
and Chinese equivalents. “The Starlink system signal 
is a closely guarded secret,” says Humphreys. “Even 
in our early discussions, when SpaceX was being 
more cooperative, they didn’t reveal any of the signal 
structure to us. We had to start from scratch, building 
basically a little radio telescope to eavesdrop on their 
signals.” To launch the project, UT Austin acquired a 
Starlink terminal and used it to stream high-definition 
tennis videos from YouTube. The terminal provided 
them with a constant source of Starlink signals that a 
different nearby antenna could eavesdrop.This pro-
vided a constant source of Starlink signals that a near-
by antenna could listen to.  

Humphreys quickly realized that Starlink relied on 
a technology called Orthogonal frequency-division 
multiplexing (OFDM). OFDM is an encoding digital 
transmission method originally developed at Bell 
Labs in the 1960s and currently used in Wi-Fi and 
5G, allowing the largest number of bits per second to 
be packed into a specified bandwidth. Austin re-
searchers did not try to break Starlink’s encryption or 
access any user data coming from the satellites. In-
stead, they sought out synchronization sequences—
predictable, repeating signals transmitted by satellites 
in orbit to help receivers coordinate with them. Each 
sequence also contains clues about the distance to the 
satellite and its velocity. If the ground receiver has a 
good idea of the satellites movements that SpaceX 
shares online to reduce the risk of orbital collisions, it 
can use the regularity of the sequences to determine 
which satellite they came from and then calculate the 
distance to that satellite. By repeating this process for 
multiple satellites, a receiver can locate itself to within 
about 30 meters, says Humphreys. 

If SpaceX decided to cooperate by including addi-
tional data on each satellite’s exact position in the 
Starlink transmitted data, that accuracy could theoret-
ically improve to less than a meter, making it compet-
itive with GPS. 
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A fuller understanding of Starlink’s signals has 
consequences going beyond navigation. For instance, 
the system’s satellites currently do not seem to be us-
ing two of the eight channels for which SpaceX is li-
censed. Humphreys speculates that this could be be-
cause Musk is keen not to interfere with radio tele-
scopes operating at neighboring frequencies. The 
bright streaks of orbiting Starlink satellites have al-
ready been accused of disrupting astronomical obser-
vations. The UT Austin findings also highlight the 
possibility of deliberate tampering with Starlink itself. 
Humphreys notes that while timing sequences are 
promising for navigation, the fact that they are com-
pletely predictable and used across an entire constella-
tion is a security vulnerability. However, it should be 
taken into account that any navigation system that 
works with open-source sequences can definitely be 
spoofed, because everyone will know how to detect 
these signals and imitate them. 

3. eLORAN RADIO NAVIGATION  
SYSTEM 

According to an increasingly popular opinion, 
eLoran is the only system actually able to provide 
PNT services with the performance close to GPS. One 
of the eLoran advantages is that no effective interfer-
ence to its signals can be created. This is due to the 
fact that the GPS signal emitted in the GHz range has 
a power of 50 W, whereas eLoran works at 100 kHz 
and emits 250 kW signals.  

eLoran provides the GPS positioning accuracy in 
differential mode, which was confirmed as far back as 
in 2014: the positioning error does not exceed 10 m 
with 0.95 probability [26]. 

The tests performed in January 2017 by UrsaNav 
(USA), the eLoran developer, to check the UTC de-
termination demonstrated that [27]: 
 95% of all measurements were within 156 ns of 

UTC; 
 without differential corrections, the errors were 

max 172 ns at distances up to 800 miles from the 
transmitter, and with differential corrections, 
max 15 ns.  
What is the situation with eLoran deployment in 

different areas of the World Ocean?  

The United States 

In December 2015, the US Department of Trans-
portation (DoT) posted a document DOT-OST-2015-
0105 in which it outlined its intention to shut down 62 
Nationwide Differential GPS (NDGPS) stations [28]. 

DoT explained its decision by the fact that it intends 
to create the national eLoran-based PNT system, the 
principled position on which as a resilient GPS back-
up was adopted by the US Government in 2008 and 
confirmed in 2014. Only the interference of a number 
of US Congressmen, who declared that this plan 
should not be implemented until a final conclusion on 
the eLoran system was adopted, put its implementa-
tion on hold.  

What happened further confirmed that that was a 
right choice, because no specific steps on eLoran im-
plementation were made by US administration. 
Moreover (see [29]), after the US administration took 
a decision to stop using Loran-C in 2010, only eight 
of 25 Loran-C stations in the USA to be upgraded to 
eLoran retained their transmission towers, not to men-
tion the commonly removed generators, transformers, 
and other facilities. At the same time, as noted in [30], 
Russia, China, Iran, Saudi Arabia, and South Korea 
have Loran-C like systems to protect their infrastruc-
ture in the event of local or global disruption of GNSS 
signals. 

In connection with this, the US House of Repre-
sentatives Act H.R. 2825 of July 2017 is of great in-
terest. Its Chapter 807, Position, Navigation, and Tim-
ing, states the need to establish eLoran in the USA. 
The system shall meet the following major require-
ments: 

– ensure the availability of uncorrupted PNT sig-
nals for military and civilian users in the event that 
GPS signals fail to meet the system requirements;  

– be terrestrial, provide wide-band coverage, and 
transmit wireless signals;  

– transmit a precise, high-power signal in the 100 
kHz spectrum and meet the one microsecond UTC 
accuracy requirement; 

– be able to penetrate underground and inside 
buildings. 

Europe 

1. Stringent accuracy requirements comparable to 
GNSS requirements need to be met for eLoran appli-
cation in coastal navigation and harbor entrance. The 
feasibility of meeting these requirements is analyzed 
in [31]. 

Obviously, eLoran positioning error for a certain 
Earth region can be predicted only using the adequate 
error model. The influence of the following two de-
lays in radio signal propagation is analyzed in the 
publication mentioned above:  
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 primary factor (PF) delay caused by atmospheric 
effects; 

 additional secondary factor (ASF) delay caused by 
the deviation of radio wave propagation phase ve-
locity from the accepted value and connected with 
the signal passage over Earth areas. 

Previously, in Loran-C, the effect of PF delays was 
compensated with the Brunavs model; however, there 
was no relevant model for eLoran. The paper pro-
posed an improved empirical error model that takes 
into account both ASF and PF delays. 

This model was used to estimate the system error 
for the European region. According to the results, 
eLoran can achieve a max 20 m error in the North Sea 
and a 10 m error in some European ports, however, in 
Ireland it increases up to 80 m and can be reduced to 
10–20 m required by IMO by including at least two 
eLoran stations in this region.  

2. A large paper in Inside GNSS, June 2017 [30] is 
devoted to eLoran development in Europe (note that 
the journal focuses on satellite technologies, however, 
here it finds a place for an article on radionavigation 
system). 

To begin with, unlike the USA, all Loran-C chains 
in Europe (one each in the UK, Germany, and Den-
mark, two in France, and three of the four in Norway) 
are “in good health”. They are not used, but can be 
revived any time. Moreover [32], the UK activated 
eLoran stations in Dover and Harwich, which provid-
ed navigation near the eastern coast, back in October 
2014. By 2020, five more stations had started work-
ing, which ceased the need in GPS signals in the 
North Sea and Atlantic Ocean areas near the UK. 

Since 2015, the UK, a leader in promoting eLoran, 
has been conducting a research at the Anthorn Radio 
Station. David Last, the former President of the Royal 
Institute of Navigation, informed Inside GNSS that 
“It’s delivering, certainly, a microsecond. We are 
aiming for 100 nanoseconds service in due course and 
that will require a differential operation – but the sub-
stantial market is for a microsecond at the moment”. 
This is due to the fact that eLoran hardware, just like 
GNSS satellite hardware, includes three atomic 
clocks.  

3. As has already been mentioned above, eLoran 
positioning error should not exceed 10 m. However, 
the marine pilots working near Rotterdam, the largest 
river port in the world (the length of its quay walls is 
45 km), consider these requirements insufficient. An 

innovative decision in creating differential eLoran 
was proposed by Reelektronika (the Netherlands), 
with the results reported by the company leader Durk 
van Willingen in [33]. The research conducted by 
Reelektronika has shown that eLoran errors in differ-
ential mode are mostly due to:  

– deviation in the transmission of corrections 
through Eurofix, reaching 15 min, which makes them 
outdated; 

 – ASF errors. 

The problem is that there is no ASF model ade-
quate to the atmospheric condition and underlying 
surface (sand, stony land, etc.) yet, and to exclude its 
effect on the result, the ASF should be measured ac-
curate to several nanoseconds, which is practically 
unattainable.  

Based on these findings, Reelektronika developed 
an original eDLoran infrastructure including a series 
of reference stations and a server, which simultane-
ously acts as a system control center. The user is then 
assumed to have a Loran-C receiver (and therefore, 
the system transmitting stations need not be upgraded 
to eLoran requirements) with the original software. 
Connection between all the system users is imple-
mented via a standard GSM channel (the reference 
stations may be also connected to the server through 
the Internet), which reduced the delays in sending the 
differential corrections to 2 s.  

The developers also followed the original path in 
combatting the ASF. In their system version, the user 
coarse Loran-C positions are transmitted to the system 
server for joint processing with the data from the ref-
erence stations. Integrated processing allows identify-
ing the error introduced by ASF into the coarse posi-
tions, and relevant coordinate corrections are sent to 
the user rather than the ASF corrections traditionally 
introduced in pseudoranges, the accuracy of which 
was discussed above. 

The tests in Rotterdam area using the signals of 
Loran-C transmitting stations in Lessay (France), 
Sylt (Germany), and Anthorn (the UK) revealed 
that the positioning error even for a moving vessel 
using Reelektronika equipment in 95% does not 
exceed 5 m, which meets the pilotage requirements 
in this region. 

South Korea 

1. It was stated earlier that GPS signals practically 
cannot be used in the most part of South Korea, be-
cause they are effectively jammed by its northern 
neighbor. For this reason, first of all, South Korean 
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specialists plan to deploy a network of five eLoran 
base stations and 43 differential stations in the coming 
years in order to provide navigation service in this 
region of Southeast Asia [34].  

2. In this regard, the results obtained by the South 
Korean developers on positioning using the standard 
Loran-C system equipment operating in a special 
mode are interesting. As is known, the Loran-C posi-
tioning algorithm is based on hyperbolic navigation 
relying on the time difference of arrival (TDOA) of 
signals from various transmitting stations of the sys-
tem chain, one of which is the master, and the rest are 
slaves. The measurements are synchronized only 
within this chain; therefore, TDOAs of various chains 
cannot be used in the standard version. 

This limitation was removed in [35], where an 
original algorithm was developed for processing 
TDOA obtained by multichain positioning. The algo-
rithm was tested for positioning of a stationary vehicle 
with simultaneous accounting for radio signal time 
delays.  

While PF and SF delays, where SF are the second-
ary factor delays occurring when a signal passes over 
the sea surface, are easily compensated with the 
Brunavs model in Loran-C receiver, ASF delays need 
special measures to be compensated. In the case under 
consideration, since the object was stationary, it was 
sufficient to use a single time-varying ASF value gen-
erated by the correction station working in the differ-
ential mode (dLoran). As a result of this experiment, 
the positioning error of max 15 m in 95% was 
achieved over a 21h observation interval. 

The algorithm modification for a moving object 
including the generation of ASF map for a test area is 
considered in [36]. An integrated GPS/Loran-С re-
ceiver (GPS channel used as a reference) was in-
stalled on board a car moving on a 4.5 km long high-
way at 60 km/h. 

At the first step, the signals from one Loran-C 
chain were used for positioning with the standard al-
gorithm, with the error being max 87 m in 95%. With 
the application of the second chain, the signals from 
which were available at the test area, the error was 
decreased to 37 m. 

Surely, these are not units of meters provided by 
GNSS and even not 10 m promised during the eLoran 
deployment, nevertheless, it is a decent result. More-
over, it should be taken into account that the results 
were obtained in terrestrial tests, where ASF provide a 

maximum effect. In marine applications, the position-
ing errors are naturally expected to be much lower.  

3. The real eLoran performance is also addressed 
in the paper “Analysis of Positioning Performance to 
Meet HEA Requirement in eLoran Testbed” by K. 
Seo, S. Park, T. Fang, and S. Lee, South Korea, pre-
sented at the 16th Congress of International Associa-
tion of Institutes of Navigation in November 2018.  

The authors intended to check if eLoran was able 
to provide harbor entrance and approach (HEA) posi-
tioning error of 10 m required by IMO [62]. At the 
first step, eLoran solution was simulated using signals 
from Loran-C stations in Pohang, Gwangju, and tem-
poral station in Incheon. The simulation showed that 
only a 20 m error could be guaranteed. 

At the second step, a multichain solution was sim-
ulated, using the signals not only from Pohang and 
Gwangju stations, but also from five more Loran-C 
stations in the chains in China and the Russian Feder-
ation (in Ussuriysk). However, even in this case, a 10 
m error was achieved only at the sites with low 
HDOP and the relevant position lines intersected at 
almost right angles. 

 South Korea relies on eLoran: The Ministry of 
Oceans and Fisheries declared this system to be the 
core technology of the fourth industrial revolution and 
the key next-generation PNT technology for the Navy 
[37]. 

The system is expected to become operational in 
the coming years. Two existing Loran-C stations will 
be upgraded to meet eLoran requirements, and a new 
transmitting station will be put into operation (two 
differential correction stations have already been 
commissioned and are being tested). To this end, a 
contract was signed with the UrsaNav office in Biller-
ica, USA, covering the supply of a new station in In-
cheon and the development of an integrated 
GPS/eLoran receiver. The receiver prototype was 
tested under GPS signal jamming and spoofing, with 
the results confirming the high positioning quality, 
whereas the standard GPS receiver failed to provide 
positioning in these conditions. 

The South Korean government plans to achieve a 
max 20 m positioning error at max 30 km from the 
differential reference stations with eLoran. China is 
also conducting similar research, planning to install 
three more eLoran transmitting stations in the western 
part of the country [38]. 
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4. NEW TRENDS 

1. In recent years, the United States have undertak-
en numerous actions with a view to provide backup 
for the GPS [39]:  

 in 2015, demolition of Loran-C infrastructure 
was halted pending a decision on a GPS backup 
system; 

 in 2016, The National Defense Authorization Act 
was adopted directing the Departments of Defense, 
Homeland Security and Transportation to submit 
consistent requirements for a domestic GPS backup 
and report before the end of 2017;  

 in 2017, $10 million was allocated for the devel-
opment of a plan for a GPS backup technology 
demonstration by April 2018 and completion of the 
project by June 2019; 

 in 2018, a total of $20 million was committed in 
three tranches (March, August and September) for 
GPS backup technology demonstrations, which 
were to be conducted by the end of 2018, but were 
not completed; 

 in December 2018, the directive was passed, which 
obliged the Secretary of Transportation to establish 
a terrestrial GPS backup system by the end of 2020, 
which must be difficult-to-disrupt, wireless, syn-
chronized to UTC, capable of penetrating inside 
buildings and underground, and compatible with 
the operation of similar systems, for instance, 
eLoran [40].  

 
It is emphasized that the forthcoming system must 

provide not only positioning and navigation of mobile 
objects, but also accessibility to a fault-tolerant and 
nondegrading time signal in the situations of the GPS 
navigation signal outages. 

Decisive measures to prevent jamming and spoof-
ing were taken by the US Department of Transporta-
tion in 2019, which allocated $2.5 million to US 
companies to develop technologies that provide GPS-
independent PNT services. Moreover, it selected 11 
companies to develop and demonstrate technologies 
that could be used to back up the services provided by 
GPS, should GPS signals be jammed, spoofed or una-
vailable, and announced that the number of such firms 
might be expanded to 20 [41].  

The demonstration of results with simulated exter-
nal effects was expected to take place in the first half 
of 2020. It was assumed that the developed system 
would solve at least one of the tasks (generation of 
precise time or positioning) with an error commensu-
rate with the GPS characteristic. What did those 11 
companies count on [42]?  

PhasorLab was searching for a solution based on a 
ground analog of GPS, capable of maintaining high-
precision time (<<1 ns) and frequency (<<1 ppb) syn-
chronization throughout the whole network, with the 
stationary nodes referenced to a 3D map for a given 
area. There was also an option with a mobile network.   

Skyhook Technology relied on its immense data-
base that contained 5 billion geolocated Wi-Fi access 
points and 200 million cell base station IDs, thus 
making it possible to accurately locate various gadg-
ets worldwide. 

Hellen Systems based its solutions on advanced 
eLoran technologies. They intended to develop a sol-
id-state eLoran transmitter integrated with advanced 
timing and frequency products from Microsemi. 
Some other companies, in particular, UrsaNav and 
Serco were also going to use eLoran signals to some 
extent in their technologies. 

Globalstar-Echo Ridge, as the name of the compa-
ny already implies, relied on Augmented Positioning 
System technology that uses ordinary signals from the 
Globalstar communications satellites (a constellation 
of 24 LEO satellites) rather than from navigation sig-
nals.  

Satelles followed a similar path, using signals 
from the Iridium system of 66 LEO satellites. Un-
like GPS, its powerful signal is not only immune to 
jamming and spoofing but is also available even 
inside buildings. 

NextNav relied on terrestrial network of long-range 
broadcast beacons, which transmit GPS-like signals in 
the sub-Hertz range to measure ranges. The advantage 
of this technology is that the required signal can be 
obtained using chipsHEAets already available on the 
market. Moreover, it can also be used for navigation 
indoors and in densely packed urban environments, 
and when used in a barometric data system, it will be 
possible to determine the vertical coordinate.  

Finally, the results of the completed work were 
announced in early 2021 [43]. It turned out that none 
of the 11 candidate technologies could universally 
backup the positioning and navigation capabilities 
provided by GPS and its augmentations. All compa-
nies proposed some PNT performance of value, but 
only NextNav demonstrated the technology which 
was promising from the practical point of view. With 
a terrestrial network of transmitters deployed all over 
the country, TerraPoint’s signal transmitted at a fre-
quency of 900 MHz is more than 100 000 times 
stronger than that of GPS. 
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NextNav, which  was founded in 2007 and had on-
ly 61 employees in 2021, continued its research after 
the tender and, in the summer 2023, tested its PNT 
TerraPoiNT system with LTE (providing data trans-
mission at a speed of about 100 Mbit/s) and 5G sig-
nals, demonstrating that this solution is a viable alter-
native to GPS [57]. The test results came after the Eu-
ropean Joint Research Centre (JRC) report released 
earlier that year highlighting NextNav’s TerraPoiNT 
among the other technologies that met or exceeded 
relevant standards for existing GPS technologies. 
NextNav’s solution offers both horizontal and vertical 
location services while remaining commercially 
available and cost-effective for end-users.  

According to the press release, during the testing, 
TerraPoiNT demonstrated indoor positioning, timing 
and navigation, including vertical location accuracy 
within 2 m 90% of the time. In addition, timing stabil-
ity was within 15 ns 90% of the time. 

2. The US Air Force considered the possibility of 
using magnetic fields instead of GPS, and primarily 
over the water surface [44]. To this end, the Air Force 
Institute of Technology (AFIT) studied the magnetic 
anomaly navigation technique (MAGNAV).  

Air Force Major Aaron J. Canciani, an Assistant 
Professor of Electrical Engineering at AFIT, has been 
at work designing algorithms for MAGNAV flight 
testing for several years. Canciani says there are four 
pillars to MAGNAV – magnetic maps, sensors, posi-
tioning algorithms and calibration of sensors. He can’t 
stand the question of MAGNAV accuracy, realizing 
that everyone will be comparing it to GPS. “One of 
the worst things people do when they discuss alterna-
tive PNT is to pretend that everything needs GPS ac-
curacy,” he says. 

In ideal conditions (high-quality map, low alti-
tudes, and a fast-moving platform), MAGNAV could 
be accurate to 10 meters. However, in different condi-
tions and with lower quality magnetic maps, this error 
increases to 1 km and it is no longer possible to talk of 
any GPS backup.  

3. Since 2021, the European Union has been ex-
ploring alternative PNT through a prefeasibility 
study and technological demonstration of six differ-
ent  non-GNSS positioning, navigation, or timing 
solutions from six different companies, including 
Locata Corporation (Australia), Satelles Inc. (US), 
GMV Aerospace (Spain), OPNT BV (the Nether-
lands), Seven Solutions SL (Spain), and SPCTime 

(France). Each company was awarded an average of 
70 000 euros [45].  

Some of them studied the possibility of deliver-
ing positioning and/or timing information, inde-
pendently from GNSS, while the others dealt with 
both problems. The results of the submitted re-
search were analyzed by the EC JRC in Ispra (Ita-
ly), following which the final report on the project 
was published. Its results are supposed to be taken 
into consideration in the next version of the Euro-
pean Radio Navigation Plan.  

In this case, too, as in the study conducted by the 
US Department of Transportation, only one partici-
pant was able to cope with the task. It was Locata [58] 
that uses technologies based on a family of radio bea-
cons, each broadcasting time and positioning signals. 

Locata demonstrated high positioning and 
timing performance across every test environment, 
delivering: 
 cm-level positioning accuracy in all tests, indoor 

and outdoor, under static and kinematic condi-
tions; 

 picosecond-level time transfer using Locata’s 
proprietary TimeLoc technology, over multiple 
media types including RF over distances of 
more than 105 kilometers and over fiberoptic 
and/or coaxial cables, without requiring satel-
lites or atomic clocks. 

 
4. The UK, which has fallen out of the European 

space development programs, is going its own way in 
search of original ways to take up the PNT challeng-
es. Cutting-edge ways of navigating in the event of 
GPS disruption are being explored by innovative UK 
industry on behalf of Defence Equipment & Support 
(DE&S), which is part of the Ministry of Defence. 
The Alternative Navigation research has identified 
three possible routes to provide an alternate PNT so-
lution and enhance the UK’s resilience [46].  

The new Space Delivery Team within DE&S, 
which is running the program, is focusing on resilient 
timing (improving timing accuracy), signal of oppor-
tunity (determining own position by using radio 
transmissions), and visual navigation (exploiting ad-
vances in imaging sensors to inform position).  

The work, which is currently at the concept stage, 
will run until March 2024. The idea is then to narrow 
down the available options and demonstrate and as-
sess prototypes to determine which ideas are worthy 
of implementation. 
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Seven contracts, at a total value of around £3.8-
million, were placed with six companies based in the 
UK [July 2021]:  

 Resilient Timing – Teledyne e2v, a Tele-
dyne UK company UK; 

 Signal of Opportunity – QinetiQ Ltd and 
Roke Manor Research Ltd; 

 Visual Navigation – Forsberg Services Ltd; 
Horiba Mira Ltd; MBDA UK Ltd and Roke 
Manor Research.   

The idea of creating a terrestrial navigation system 
to replace GNSS with similar characteristics, at least 
for the UK region and adjacent territories, is still on 
the agenda. Its discussion was spurred by a 1174-page 
publication of six British academic and analytic or-
ganizations recommending the integration of terrestri-
al and space systems to ensure that the UK’s critical 
maritime commerce can function regardless of solar 
flares or jamming space signals [47].  

5. The ever-increasing number of problems associ-
ated with GNSS signals caused by their jamming and 
spoofing forces not only military consumers, but also 
IMO to seek new approaches to the PNT solution in 
nonstandard ways. Recently, considerable attention 
has been paid to the R-Mode (or Ranging Mode), 
which uses existing maritime radio signals as ranging 
sources.   

The idea of the method is to use these signals to 
measure the range to the transmitter with known co-
ordinates. If there are several signals of this type, it is 
possible to calculate the position using the triangula-
tion method. At the first stage, R-Mode research was 
carried out using medium-frequency signals transmit-
ted by beacons of the GNSS differential correction 
system located on the sea coast, and high-frequency 
AIS signals [50]. Both kinds of signals are many 
times stronger than GNSS signals, which makes them 
less vulnerable to external influences. 

It turned out that the structure of the AIS signal 
used to synchronize beacons meets the specified re-
quirements (although these signals can be used at 
ranges not exceeding several tens of km), and the 
packet of the differential correction system should 
contain 2 signals with amplitude modulation, which 
ensures stable tracking of the signal in daytime condi-
tions at ranges up to 550 km. At night, this range de-
creases. The error in range measurement using R-
Mode is less than 10 m during the day and no more 
than 20 m at night. 

Naturally, the positioning accuracy will signifi-
cantly depend on the angle at which the position lines 
generated by the measurements intersect when the 
triangulation problem is being solved, i.e. HDOP val-
ue. The studies carried out in [51] show that in this 
region, beacons of the differential correction system 
installed on the shores of the North Sea provide 
HDOP = 2 and, accordingly, a maximum error (P = 
0.997) in positioning in the R-Mode at a level 7 m 
during the daytime, while at night it reaches 20–30 m.  

The R-Mode began to attract increasing attention 
due to the advent of VHF data exchange systems 
(VDES) that replaced AIS, with additional 100 kHz 
communication channels. While the AIS data rate is 
9.6 kbit/s, for VDES, it reaches 307.2 kbit/s. And it is 
precisely these that the R-Mode developers are now 
focusing on. 

5. SOME EXOTIC APPROACHES 

All previously considered ways of addressing the 
PNT problems in general did not go beyond the scope 
of traditional radioelectronic technologies. Recently, 
researchers have set out in the directions never tried. 

An original approach in this regard is demonstrat-
ed by the US Army Research Laboratory [48], whose 
specialists are trying to implement the ideas of quan-
tum physics to attain the following objectives: 

– provide improved PNT at GNSS-level accuracy 
over an interval of at least 7 days  

without satellite technologies;  

– improve precision timing in support of cyber op-
erations and electronic warfare; 

 – GPS-independent PNT support for all branches 
of the armed forces with positioning error of no more 
than 10 m;  

– creation of a GPS anti-jamming antenna. 

The first idea is to use so-called entangled parti-
cles, which, even at a great distance from each other, 
behave as a single whole. When one of them is dis-
turbed, the second reacts in an identical way. Einstein 
called the connection between entangled particles 
“spooky action at a distance.” They can be created by 
splitting any of them. Thus, two entangled photons 
can be produced from one by the laser impact on a 
certain type of crystal. The laboratory is trying to use 
such particles to solve synchronization problems and 
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build ultra-wideband communication systems, which 
are also noise-free. 

The second is to take advantage of the Rydberg 
technology, in which excited atoms emit a photon 
when their energy levels change. It was on this basis 
that the conception of an antenna capable of optically 
identifying and interpreting the flow of such photons 
generated by GPS satellite signals emerged. Obvious-
ly, such an antenna would be much more efficient 
than the existing ones in terms of tolerance to external 
effects.  

2. The Office of Naval Research of the US Navy 
summed up the results of the competition to create an 
alternative GPS navigation system designed primarily 
for the Arctic to provide positioning error comparable 
to GNSS accuracy [49].  

The winner was a team of researchers from Japan, 
UK, the USA and Finland, led by Dr. Chris Steer 
from the spinout company Geoptic. They are going to 
use a natural source of radiation called cosmic ray 
muons as an alternative to satellite signals. What 
makes this idea unique is that these subatomic parti-
cles pass through rock, buildings and the earth – areas 
where GPS communications cannot be received. 

“The ability to navigate in Polar Regions will be of 
increasing importance in the coming decades as cli-
mate change is opening up Arctic waterways to com-
mercial and military activities,” said Dr. Charles Ed-
dy, the lead science director. “This project, which us-
es cosmic relativistic particles that continuously im-
pinge on the Earth’s entire surface, offers an innova-
tive approach to the challenge of navigation at high 
latitudes with little or no GPS service.” 

According to the developers, each minute, about 
10 000 cosmic ray muons reach one square meter of 
Earth; the researchers use them to depict the interior 
of the infrastructure under study. By placing cosmic 
ray detectors under an object, they can determine how 
much of them are absorbed as they pass through the 
region of interest. Muon technology has previously 
been used for imaging railway infrastructure (tun-
nels), construction site imaging, mining, oil and gas 
exploration, and nuclear waste testing.  

“Like echolocation, the timing difference between 
‘pings’ – the signals from a crossing muon in our de-
tectors – can allow the user to measure the distance 
from one detector to another with multiple detectors 
allowing location by triangulation”, says Dr Steer. 
“The technique has already been tested in the labora-
tory before, where the process of converting particles’ 

crossing times to infer the position of a detector was 
successfully demonstrated.” 

After initial testing of the system in a large water-
immersion tank in the UK, the project will move to 
Finland to deploy into an Arctic lake that is covered 
by one meter of ice. At high latitudes, conventional 
GPS measurements are problematic due their orbital 
constraints. 

A significant challenge for this project is to deploy 
a number of sensors, such as a highly synchronized 
set of distributed clocks (to better than 10 billionths of 
a second) in order to minimize the expected position 
uncertainty, as well as integrate them with muon de-
tectors.  

“We also need to deploy our system in Arctic 
weather conditions (typically – 20 degrees Celsius), in 
an isolated environment and partially underwater,” 
Steer added. “The cold environment has implications 
across many aspects of the project from personnel to 
ensuring the electronics are cold-resistant. The sea is 
broadly transparent to cosmic ray muons, so we ex-
pect there to be a number of scientific subsea naviga-
tion opportunities,” Steer continued. 

 Readers interested in the problems of muon navi-
gation will find it useful to read the article [61].  

3. The ASPN (All Source Positioning and Naviga-
tion) project, which involves the use of so-called sig-
nals of opportunity, which were previously not widely 
used for navigation problem solution, also served the 
purpose of GPS backup. It is believed that such sig-
nals are much more numerous than those supplied by 
GPS and, most importantly, much stronger than the 
latter, which makes it possible to have the PNT solu-
tion for an object in conditions of GPS signal outages.  

It is noteworthy that signals of opportunity also 
include lightning flashes, accompanied by millisec-
ond pulses at a frequency of 3–30 kHz, propagating 
over distances of thousands of kilometers and can 
be processed by geolocation methods using a net-
work of special receivers. There are several global 
receiver networks, such as the 800-sensor Earth 
Networks Total Lightning Network (ENTLN). Also 
used are less exotic signals, primarily those from 
TV and radio stations. 

The philosophy of this program was formulated by 
Lin Haas [52], a program manager in DARPA’s stra-
tegic technology office: “Can we develop a naviga-
tion system that can extract spatial and temporal in-
formation from any sensor, such as communication 
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and imaging systems?” says Haas. “The answer is 
yes, of course you can.” Obviously, in this case, sen-
sor is taken to mean sources of navigation infor-
mation, including emitters of signals of opportunity.  

However, DARPA's requirements go much be-
yond that: it is expected that the development will al-
low the system to be rapidly reconfigured, as the ob-
ject moves and the composition of the sensors chang-
es, without a lengthy retuning of the navigation filter. 
Provision should be taken to block data from sensors 
that the system had never seen before. 

The work on the ASPN project was carried out 
quite extensively [53]. At the first stage, DARPA en-
gaged the Charles Stark Draper Laboratory ($600 
000) and Argon ST Inc., which is a multidisciplinary 
department of Boeing. They focused on developing 
the system architecture and navigation filtering algo-
rithms, ensuring the integration of navigation sensors 
and rapid reconfiguration of the system. In doing so, 
they were able to show that adapting the system to 
different sensors and making it plug-and-play was 
feasible. 

At the second stage, other US research firms 
joined the ASPN project: SAIC Inc. ($2.9 million), 
Vesperix Corp. ($100 000), SRI International ($1.3 
million) and Systems & Technology Research ($314 
000). They were supposed not only to complete the 
work begun, but also create a system prototype and 
real-time algorithms in order to confirm the ability to 
process an arbitrary set of input signals regardless of 
the conventional application of the sensors used. 
Clearly, as in all other DARPA-funded projects, the 
relevant stringent requirements for SWaP+C (size, 
weight, power consumption and cost) were also to be 
confirmed.  

ASPN research was further developed by the Spa-
tial, Temporal and Orientation Information in Con-
tested Environments (STOIC) project, funded by 
DARPA through the U.S. Air Force Research Labora-
tory since 2015. The work was carried out by Rock-
well Collins ($5.4 million), Raytheon BBN Technol-
ogies ($1.7 million), and Expedition Technology 
($524 000 thousand) [54].  

The STOIC program will seek to develop PNT 
systems that provide GPS-independent PNT with 
GPS-level timing and positioning performance. To do 
this, experts must combine long-range reference sig-
nals, ultra-stable tactical clocks, and multifunctional 
systems that share PNT information among users.  

The goal of the STOIC program is to develop a 
PNT system that does not use GPS signals to provide 
PNT with GPS-level timing and positioning perfor-
mance. It is based on long-range signals, ultra-stable 
time sources and multifunctional systems that share 
PNT information among users. The latter, by the way, 
is based on the ideas developed by Dorota Grejner-
Brzezinska in the implementation of so-called group 
navigation (see, for example, [55]) in conditions of 
GPS outages in urban environments.  

John Borghese, Vice President at Rockwell Collins 
stated the following: “The technologies we are devel-
oping to transmit time and navigation data are aimed 
at providing the ability to solve the problem of rela-
tive positioning of a distributed group of platforms in 
the absence of GPS signals”. 

4. BAE Systems (UK) also conducted research on 
navigation via signals of opportunity, known as 
NAVSOP [56]. In an attempt to determine the user’s 
position with an error not exceeding a few meters, the 
scientists took advantage of existing transmissions 
such as Wi-Fi, TV and radio, mobile phone signals, 
along with GPS signals, and, most surprisingly, even 
GPS “jammers” (see Fig. 3). This technology turns 
out to be extremely effective, for example, in dense 
urban areas in places where GPS signals are unavaila-
ble for different reasons. 

 
Fig. 3.  NAVSOP structure. 

 

The advantage of such a system is that all the in-
frastructure required to make it work already exists; 
you just need to learn how to use it effectively. Con-
sidering that NAVSOP uses radio wave signals of 
various ranges, the system can operate not only in 
forests or inside buildings, where GPS signals are 
blocked, but also in the most remote parts of the plan-
et, including the Arctic and Antarctic, receiving sig-
nals from various satellites that are not intended for 
navigation. 
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6.  CONCLUSIONS 

Summarizing the above, we can state the follow-
ing. 

1. In the case of GPS, which has low transmitted 
signal power, not only spoofing but also jamming en-
tail serious problems in practice, which the developers 
have to counteract primarily by creating special types 
of receiving antennas and using new types of signals. 
In integrated systems, precision inertial technologies 
help to solve these problems.  

2. If we are talking about the accuracy of position-
ing equivalent to GPS accuracy, only the proposals of 
NextNav (USA) and Locata Corporation (Australia) 
deserve attention. However, taking into account the 
need to cover the positioning area with a field of radio 
beacons, it becomes obvious that in this case we can 
only talk about the local case of PNT.  

3. If you increase the positioning error to an order 
of 10–20 m and forget about the needs of unmanned 
mobile platforms, which will serve the solution of po-
sitioning tasks in more than 80–90% of cases, you can 
use  

 the modernized version of systems such as 
Starlink and One Web when fully deployed – at 
the global level;  

 the differential version of the eLoran system – 
at the regional level. 

 

4. As for the methods discussed in the section 
SOME EXOTIC APPROACHES, they are clearly 
search methods that can only provide a solution to the 
PNT problem at the local level, and today are not ca-
pable of guaranteeing accuracies in any way compa-
rable to those of GPS. The latter also applies to meth-
ods of navigation by geophysical fields, be it magnet-
ic, gravimetric or depth fields.  
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